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Slide differential statistical fault analysis of the lightweight
authentication encryption SAEAES

Abstract: SAEAES is a lightweight authentication encryption proposed at the cryptographic hardware and embedded
systems in 2018. It is suitable for resource constrained scenarios. Based on the ciphertext-only assumption, this study
adopts random single-byte faults and proposes a new ciphertext-only fault analysis method called slide differential statis-
tical fault analysis. This method is derived from slide analysis and combines differential relations with statistical fault
analysis. By randomly injecting single-byte faults, it collects faulty ciphertexts and tags, and decrypts the SAEAES algo-
rithm through statistical analysis. This paper also designs a novel Random Forest distinguisher based on machine learn-
ing. The sliding differential statistical fault analysis method proposed in this study increases the number of fault injection
rounds by one. The Random Forest distinguisher only needs 78 faults at minimum to recover the 128-bit original key of

SAEAES. Focusing on the new ciphertext-only analysis, the results are helpful for further research on lightweight crypto-
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graphic algorithms.
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